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Introductions

e Take 5 Minutes
e Turn to a Person Near You
e Introduce Yourself

e Business Cards

Let Rego be your guide. regoUniverSi’[y2026



Agenda

e Standard Roles vs Custom Roles

e Application Permissioning

e Report Permissioning

e Report Collection Permissioning

e Report Component Permissioning
e Row level security

e [TP Cost Object Permissioning

e TP Tab Permissioning

Let Rego be your guide. regoUniversity2026



Discussion

Are there any access or
security challenges related to
Apptio within your
organization?

Let Rego be your guide. regoUniverSi’[y2026
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Standard Roles vs Custom Roles

e Standard Roles

Out-of-box set by Apptio
Unable to edit the permissions of standard roles

Roles

Manage and explore roles & permissions

Explore by Environment  Standard Roles

Search across Roles -

Role Name
AIS BM

Admin

Analyst

Apptio Partner

BasicAgileUser
Budget Process Owner

Budgeting Process Owner

Business Consumer
Business Owner

Business Unit Owner

Permissions

External Grantable By

Yes

Description

Provides access to Benchmark Explorer

Applies to Cost Transparency, Datalink, Interactive Benchmarking, IT Planning, TBM
Studio and Cloud Cost Optimization. Can perform all available actions in the applications.
There are no restrictions.

Can view reports and create personal reports.

Apptio Partners have the same capabilities as Admins. In addition, Admins can manage
users of external customers which they have the role in

Basic Agile User
Can create, open, review, and close plans.
Used with the original IT Planning application, not IT Planning Foundation. Can configure

the application and track and approve budgets as they pass through the budgeting
process.

A special case of Business User that has access to Bill of IT Business User reports

Can manage the workflow in the Bill of IT application.

Used with the original IT Planning application, not IT Planning Foundation. Can specify

Details

Details

Details

Details

Details

Details

Page Size: | 100 ¥

Let Rego be your guide.
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Standard Roles vs Custom Roles (cont.

* Create Custom Roles
* Clone an out-of-box role for a starting point and edit the permissions
* These roles can be used for visibility settings

R | < Standard Role X
Manage and explore roles & permissions Admin "y
Explore by Environment ~ Standard Roles  Permissions Properties  Permissions Clone @
Grant Access
Customer Environment: —
regoconsultin... - sandbox v ® | Add Custom Role |
General Properties A
Role Type
Role Type Description Application Types Standard
AlIS BM Standard Provides access to Benchmark Explorer g Cost Transpare n‘\'l Role Description
- 4 Applies to Cost Transparency, Datalink, Interactive Benchmarking, IT
Admin Standard Applies to Cost Transparency, Datalink, Interactive Benchmarking, IT ['/ Cost Transparency \‘| (  Planning, TBM Studio and Cloud Cost Optimization. Can perform all
. . L. . /i . . . : . . L.
Planning, TBM Studio and Cloud Cost Optimization. Can perform all available actions in the applications. There are no restrictions.
available actions in the applications. There are no restrictions.
Role Application Types
. —
Analyst Standard Can view reports and create personal reports. (' Cost Transparency /] Frontdoor
o p
Apptio Partner Standard Apptio Partners have the same capabilities as Admins. In addition, Admins ('/ Cost Trapsparencx‘;>| ( Roles

can manage users of external customers which they have the role in

Let Rego be your guide. regoUniverSi’[y2026




Discussion

Has anyone created
custom roles for their
organization? If so,
what for?

Let Rego be your guide., regoUniverSi’[y2026
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Application Permissioning

* Frontdoor — Applications
* Control what shows on the homepage with visibility by role

H < Environment X
K
View, edit. and manage users'acc  regoconsultingpartner.com:sandbox
Users  Environments Properties  Entitlements  Limited Management Roles 45 Explore
Search Option -+ Add Group
Customer
Environments &
External Name Visible To URL Group Name
Environment p—
I N a Finkler - Practice Nobody Default
gl ® 2 Finkler Playground Visible for any user with permiss... https://partners-na-sandbox.apptio.com#:regoconsultingpartner.com:Finkler Default
iip-sandbox +Playground
sandbox [ l @ 20 Einkler SESIR Nobody htt; partners-na-sandbox.apptio.com#:regoconsultingpartner.com:Finkler Default
+Playground
[ I @ 22 Fiscal Year Test Nobody https://partners-na-sandbox.apptio.com#:regoconsultingpartner.com:Fiscal+ Unused Projects
- Year+Test
[ I @ 20 Hamburger TCO_Potts Nobody https://partners-na-sandbox.apptio.com#:regoconsultingpartner.com:Hamb Default

urger+TCO_Potts

[ I @ F 13 HP Practice Nobody https://partners-na-sandbox.apptio.com#:regoconsultingpartner.com:HP+Pr Default
actice
7] ® A Infrastructure Insights Visible for any user with permiss...  https;//partners-na-sandbox.apptio.com#app:regoconsultingpartner.com:Co Default

st+Transparency/Infrastructure+Insights

[l @ a Infrastructure Insights (Bill of IT ... Visible for any user with permiss...  https;//partners-na-sandbox.apptio.com#app:regoconsultingpartner.com:Bill  Default

+of+IT+Rego+Demo/Infrastructure+Insights

Let Rego be your guide. regoUniverSi’[y2026
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ITP Cost Object Permissions

* Visibility is set in the Cost Object Permissions
* Defines which users are allowed to access specific departments within a plan
* Users can be added at multiple levels
e Cost Object Permissions is a “live" table and updates are effective immediately

£ .
‘ EAPPTIO # M Bookmarksv = @ & &
¢ ( ¥ Cost Object Permissions Export Template Export mport
IT Planning o
The Enforce View Permissions setting on the Company Profile page is disabled. All users can view active plans in Open and Final state.
Planning > Permissions Departments  Projects Using Departments from: FY2023 Budgetv2  View: © Hierarchy O List
Spend Management >
Change History > Cost Object Owner(s) Editor(s) View Only Can View Sensitive Columns Can View Sensitive Financials
: v @ £4 = 4 £4
Configuration v All Departments @ @ 2 7
¥ APPS - App Dev & Support doug.greer & | audrey.mitch = & audrey.mitch, doug.greer ' audrey.mitch, doug.greer =
Reference Data
CC-200 - Apps - Back Office (74 = = 74 =
Schema : . , -
CC-210 - Apps - Line of Business 4 &  mnealey & mnealey 2  mnealey =
Custom Lists €C-220 - Apps - Sales & Ops @ 3 3 @ 3
Line Item Filters ! » EUS - End User Services r 4 = = = =
. » 1&O0 - Infra & Ops r 4 = = r 4 =
Line Item Code Prefix '
CC-390 - Office of the CIO @ @ = 74 @
Cost Object Permissions
CC-395 - Program Office r4 @ @ rs =
Labor Allocation Rules CC-370 - Security & Risk Mgmt @ = 4 @ 4

Score

Calendar Setup

Let Rego be your guide. regoUniversity2026
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ITP — Sensitive Columns and Sensitive Financials

* Sensitive Columns
* Only for the Labor tab
* Set in the Labor schema, by selecting the column

* Sensitive Financials
* Any line item generated by Labor Allocation Rules

Edit System Attribute

Field Name *
Base Compensation
® & &
X Data Type*
C‘ Cost Object Permissions Export Template | Export | Import Money
Permissions Departments Using Departments from: FY2023 July Forecast - ReqoSync View: @ Hierarchy O List Default Value
@ Sensitive Data
Cost Object Owner(s) Editor(s) View Only Can View Sensitive Columns Can View Sensitive Financials
* All Departments (4 4 @ @ =" Cancel m
¥ APPS - App Dev & Support £4 @z r g @ @
CC-200 - Apps - Back Office @  ccol = & | ccol &  ccol £4
CC-210 - Apps - Line of Business & rob.deleo z4 & rob.deleo [ rob.deleo @
CC-220 - Apps - Sales & Ops @ | rob.deleo = & | rob.deleo [Z rob.deleo e4
» APPDEV - Application Development & Support @ = @ = =
» INIT - Business-funded Initiatives @ = g = =
» EUS - End User Services r4 = r4 = =
» 1&0 - Infra & Ops rob.deleo @ = & rob.deleo & rob.deleo =
» CIO - Office of the CIO @ = = = =

Let Rego be your guide., regoUﬂiverSity2026
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[IP - Project Permissions

* Restrict Access to Projects in |IP
* Project Managers can plan and manage all expenses for the projects they own
* For the new Project Manager roles
e Can grant edit or view only access

C 0 ne @ & A
c‘g APPTIO FY2024 June Forecast '~ | Forecast: New
3% anieM Company .
« Projects A
Planning List | Permissions
Plan v
Dashboard
Summary
Project Edit View Only
Variance Analysis
m
Expenses /v AllProjects (%]
Q
j 2
l /7 v Back Office - Back Office E
Status &
v P153 - Workday Fin/HR Replacemen t 9
Target: g
Plans 7/ P048 - UK Call Center Expansion a
Settings V4 P193 - Bl Analytics Enhancements
Spend Management ? /7 P030 - SAP Fin/HR Decommission
Change History >
v POO05 - CH Call Center Expansion
Configuratio >
7/ v Compliance - Compliance
7/ P175 - Regulatory Compliance Ph 4

Let Rego be your guide. regoUniverSi’[y2026
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ITP - Permissions

e Restrict Access to Tabs in ITP
e Clone Cost Center Owner
* Remove the view permission

Roles

Clone Role Q Select Environment Q Define Role . Select Permission(s) Confirmation Cancel Back ‘ m

Select the Permission(s) that will make up the Role.

Selected Permissions (9) Clear All

7~ =~ '\_ ‘/ g "\l v/" '\'_ v/" N \ / - "\l v/" '\“ “/ - '\“ ‘/ - "\l
CanComment 0 ) | EditPlanning 0 ) ( ITPCompensationAdjustmentEdit Q ) | Self-Service Reporting Access 0 ) | ViewAssets 0 ) | ViewContracts Q ) | ViewlLabor Q ) ( ViewPlanning 0 ) | ViewSpendManagement 8 ) Show less
- SN NG N <N\ NG N NG NG Iy

\
.

Search Permissions v Application Type v
&
@ Permission Name Description External Standard Role Only
@ Access Catalog Latest Versions The ability to access unpublished catalog artifacts Yes No
@ Access Catalog U The ability to open the Apptio catalog Ul (read only) Yes No
@ Access Targetprocess Permission to access Targetprocess Yes No
@ AccessDev Access development environments Yes No

Let Rego be your guide. regoUniverSi’[y2026
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Report Collection Permissioning

* Project Tab

* Report Collections
e Assign what reports who in the collection and what roles can view the collection

Do

Date Range Environment
January FY2018 ¥ || In Development v Q@ &
Home Report Format Project Build

G @ . . :
o P& ®a R|BINET £ B Q. fe

Fome - Selected Collection: [T Financials
1235 & Paas O Hide in Report Collections menu.
Infrastructure
ture & Clo
frastructure Optimization @ Everyone

Insights Tracker O Selected Roles ll

Show in navigator

Show in navigator

Show in navigator

hor Financial Analysis - OpEx Transaction =
Labor ! : [ Show in navigator
Maintenance Alias: Not specified
Migration Recommendations v Financial Analysis - CapEx Trend 0

[ Show in navigator

" Alias: Not specified
: -
- ita P

[e=]

Let Rego be your guide. regoUniverSi’[y2026
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Report Permissioning

* Report Tab

* Permissions
e Sets what roles can see the individual report

N January FY2018 | In Development O @ &
me Rp t Format Project Build
SDoE @ ewn ¢ HES 8§ & Be e
= we: =
E B Table Upload = e
1l 3 per

Change Permissions x

P~
@ Everyone

) Only Me

O Selected Roles \/l

“ Cancel
%

Let Rego be your guide. regoUniverSi’[y2026




Report Component Visibility 20

* Report Tab
* Visibility
e Sets what role can see the individual component
e Can also use dynamic text to hide component

January FY2018 ~ || In Development o @ &
Home Repon Format Ad Hoc Table Data Formulas Project Build
o [@ H B W o 7 a8l £ & R o
g::“s Evere Button  Group  Tabs Table Upload :—»Fiw ~T«
[ =3 ollection
Report Component Visibility x

U Component contains data

L User's current role is

U Dynamic text does not evaluate to "hidden"

Cancel

Let Rego be your guide. regoUniverSi’[y2026



21

Report Filter by Role

* To filter reports by role, displaying which reports have specific permissions
assigned to that role

Reports
— v
Search (9 Al
p Apptio Value Explorer A
p Data Dimensions / Checked Out by Me
» Everyone
p Data Quality 1 i Only Me
QO Active y
. Admin
b m Fixed Assets @ Inactive Analyst
. . Apptio Part db:
p IT Financials = pptio Partner Sandbox
'8 Master Reports Budgeting Process Owner
Business Consumer
p IT Towers .
@ Object Reports Business Owner
w Labor ) Business Unit Owner
. ©  Hidden Business User
[a) ITP - Labor Review - Fo| Aeiated Datalink
. %o Datalink Admin
] ITP - Labor Review .
Roles > Executive User
[w] ITP - Labor Review - He e
Finance_Sandbox
[w] ITP - Labor Review - Trend Infrastructure
LFG Cost Center User
] Labor Analysis LFG User
. Power User
[.a] Labor Review .
Project Manager
] Labor Review - Details Read Only Studio Test
RegoSync User
p Model View Service Manager

Streamlined View User

Let Rego be your guide. regoUniverSi’[y2026
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ab Component Visibility

* Tab Component Visibility dome  Repo  Fomat  Tbs  Pojct  Buid
. Visibility @
* <%=IF(eval("{SCurrentUser}:{Users. ==

|
Role}") e ‘
="Admin",”enabIEd","hidden")%> ’ |Soerdi~a;,5._-, ‘

|

Component Configuration
o CG:APPTIO Fina

I OpEx
Cancel ‘ $4o79M 0% Over
v OpEx Budget: $4.77M
b Al
p Apptic Value Explorer | OpEx Budget Variance OpEx Forecast Variance  §

Let Rego be your guide. regoUniverSi’[y2026
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Row Level Security

Purpose

Row-level security filters tables and reports based on the current user, hiding any
rows not associated with them

It limits visibility of specific data rows in reports and editable tables so users only see
permitted information

This improves focus and security by helping users quickly find relevant data while
preventing access to unauthorized data

Let Rego be your guide., regoUniverSi’[y2026
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Discussion

Q Is anyone currently using the Row-Level
Security feature in their projects?

Q What is the primary reason for using the
Row-Level Security feature?

How are you maintaining or managing the
tables that support Row-Level Security?

Let Rego be your guide. regoUniverSi’[y2026
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Row Level Security

Environment (@)
In Development >y @ @ &
Customer Selection
- . Home Project Build
Access Administration . B
o) E:_l Check Out
Multi-Currency Configuration s 0 - : Aecommendations
GLOBAL FiL . v v v 7
New Project...
Owner
" No Filter Project Explorer /A\ This document is read only - check it out to make changes.
Import...
Tables Steps Table ® Fina processed table
Change Domain... pearch £ A v : User Email Cost Center Department |D
foY (1) Source
« Genera 4
SpeedteSt p [T Row Leve! Security Demo m > Upload Dept-01

Dept-01
Dept-10
Dept-10

Reference Applications sulting.com Dept-10
Rob.DelLeo@regoconsulting.com ept-01
D Vari Configure Row-Leve@jecurity

V: Data Advisor

.L Import

|
Task Manager

What's New

About

Let Rego be your guide. regoUniverSi’[y2026
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Row-Level Security

® Specify a per-user

-
>

ecurity filter on

a table of data

ster Data.Cost Center Level Security Demo n | Cost Center = where user is User Ema

AP

I. _' f- \' ‘I

| ata.Department Code = intersects | Level Security Demo n | Department ID = where user is

\ Add condition
Enter usemame to preview Row-Level Security: |eric.chan@regoconsulting.com
Cost Source Master Data.Cost c _ M | r DataJoumnal Line  Cost Source Master Data Account
ost Source Master Data.Journal ID
Center D Group

CC-200 Salaries & Benefits Benefits
CC-210 Salaries & Benefits Benefits

CC-220
CC-200
CC-210
CC-220
CC-200

CC-210
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APl Tokens

* Purpose:
* Access to Apptio to download and/or upload data

* Examples
e Download tables from TBM Studio

 Download reports
* Upload tables

View, edit, and manage users’ access and environ eric.chan@regoconsulting.com

Users Environments Properties APl Keys 4= Explore
Search
Select Domain (optional) v eric -+ API 3\ n‘a
Search by
Users > eric.chan@regoconsulting.c: Name Expiration Poli... Expiry Description Environments
No Expiration Allow the Data Management team to set up (' regoconsultingpartner.com:sandbox )

API Testing Key
API to upload data

Environment Testing Key No Expiration

Let Rego be your guide. regoUniverSi’[y2026
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Surveys

30

Please take a few moments to fill out the class survey.

Your feedback is extremely important for future events.
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Let Rego be your guide.
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hank You For Attending Rego University

Let us know how we can improve!
* Access your account at pmi.org

Instructions for PMI credits I-i’}.

Don’t forget to fill out the class survey.

e Click on Certifications

e Click on Maintain My Certification
* Click on Visit CCR’s button under the Report PDU’s

* Click on Report PDU’s Phone
888.813.0444

* Click on Course or Training
* Class Provider = Rego Consulting

* Class Name = regoUniversity

e Course Description @ Email

« Date Started = Today’s Date info@regoconsulting.com
©]

* Date Completed = Today’s Date
* Hours Completed = 1 PDU per hour of class time

Website

www.regouniversity.com

Let Rego be your guide., regoUniverSity2026
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* Click on I agree and Submit
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